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playbook
Is firewall sync

Search across devices

Playbook fully parses firewall rules and
indexes them based on their semantic
meaning. It can quickly answer ques-
tions about which rules reference hosts,
protocols, and ports, across multiple
device types.

Push-button deployment
Playbook can easily acquire firewall
rules directly from devices (or engineers
can upload rulesets manually). From
then on, Playbook establishes an
authenticated connection to the device,
which it uses to deploy changes from
authorized users. Firewall rule changes
no longer require engineers to directly
log in to management consoles.

Comprehensive change tracking

Playbook is built on Subversion, a
proven, industry-standard version
control system relied on by tens of
thousands of software companies
worldwide. Because it’s built on a real
version control system, every change
to every device is tracked, tagged with
the author of the change, traceable,
and easily rolled back.

Virtually every enterprise in the world operates multiple
firewalls to protect their internal networks from the Internet,
and to control access to customer data and sensitive business
units. Playbook gives network teams a single console to stage
changes, track devices, peer-review changes before deploying,

and research firewall rules.

¢ Flexible work support

Most network teams have multiple
seniority levels, with some changes

restricted to the most senior engineers.

Playbook allows “normal” users

to stage complicated changes to
firewalls, which can then be reviewed
as graphical change snapshots by
senior team members.

¢ Error and syntax checking

Because Playbook fully understands
the rules that it manages, it can detect
common syntax errors and flag them
before allowing the network to be
disrupted by broken configurations.

Global and area-wide rules

Playbook creates “groups” of firewalls,
for which a single rule change can be
applied to tens of devices. A network-
wide rule change across every device
might require only one firewall rule line.

Document devices, hosts,

and protocols

Playbook includes a powerful wiki-
based documentation system, which
allows teams to organically create

Learn more at runplaybook.com

documentation for all the details,
designs, and artifacts involved in
running a large network. The Playbook
wiki also provides information about
common network protocols, and even
makes the hosts referenced in firewall
rulesets “clickable” so they can be
documented and inventoried.

Ticketing and change requests

Playbook includes a straightforward
ticketing system, which offers the
network team’s internal customers an
interface to submit requests to change
firewalls. When engineers work on
change requests, all their changes are
tagged with tickets, which makes their
changes traceable to the customer
requests that motivated them.

Timelines and syndication

All changes and events in Playbook are
tracked in a continuous timeline, which
can be queried and filtered by device
and kind. Engineers can also securely
subscribe to the timeline in an RSS
feed reader to stay up to date with
network changes.
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About Matasano

Since 1994, Matasano researchers have had founding roles in the first security research labs, discovered
new classes of vulnerabilities, secured operating systems, and shipped large software projects. We've
been behind some of the first breaks in SAN technology, virtualization, and financial protocols. Our work
has been featured in Network World, eWeek, Forbes, Macworld, Wired, and the Washington Post, and

at conferences ranging from Black Hat to Gartner.
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Form

FCR-1

Firewall Change Request

Attach two identical photographs
of you (the applicant) here with staple
or paper clip.

This form must be printed on goldrenrod paper.

Name Employee Code
Department Client/Customer Code Blood Type
This is a request to reconfigure firewalls to: Ad ative e O
(check all that apply) Your request has been:
[ ] Allow customers at to access to [ ] Accepted
licati
application [ ] Waitlisted for [ ] Weeks [ ] Months [ ] Years

L] Allow all customers at to access all services

[ ] Allow the Internet to access the application

[ ] Allow the Internet to access all services

m For the purpose of:

(check all that apply)

[ ] Using the application

[ ] Directly querying the backend database for the
application

[ ] 'mrunning a
| need my guildmates at customer
to be able to connect to it

server on my laptop and
to be

[ ] Not having to type your password ever again

[ ] Other

m And requires for implementation:

(check all that apply)

[ ] The security team to identify all TCP/UDP ports used for the
application

[ ] The security team to find all IP address space for customer

[ ] The security team to find a firewall that can parse, analyze,
and detect malicious SQL

[ ] Expedited implementation
Per corporate Reg 3453(d) we have sent single-malt scotch
(nothing starting with “glen”) to mail stop

Please refer to status number:

L[t

Rejected because: (check all that apply)

‘ A / Z (circle one)+ ‘

[ ] Your request exposes the entire internal network to the
network of a graphic design firm.

[ ] Your request would require substantial changes to the firm’s
D&O liability insurance.

[ ] Your request involves a Microsoft file sharing protocol.

[ ] Your request involves an application not updated since 1993
for which no security testing has ever been performed.

[ ] You have exceeded your monthly limit of 2314 change requests.

[ ] Your request involves an application that runs on the same
TCP port as the DNS does.

[ ] Your request involves an application that runs over port 80
but is, in fact, a proprietary binary protocol.

[ ] Your request involves an application that runs over port 80
but is, in fact, a proprietary binary protocol concealed in a
series of HTTP POSTs.

[ ] Elaborate and detailed though it was, we found your business
case for allowing your desktop access to Youtube unconvincing.

[ ] Requestor is informed that despite customer insistence,
“0.0.0.0/0” is not in fact an acceptable source net block.

[ ] Requestor is informed that our security team will not be
fooled by emailed requests originating from a misspelling
of our domain name hosted in Estonia. This time.

Sign Here

Signature

Risk management approval

Supervisor Signature

Witness
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